Setting up Samba file share server in Ubuntu Server LTS 24.04

Change directory to the directory you want and create your share folder
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Retrieve list of available package and then upgrade all installed packages to latest
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Now install samba
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Change your created directory intended for sharing to 777 to let everyone edit
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However, use 755 for parent folder /ubuserver using sudo chmod 755 /ubuserver so that while yourself have full rights you only grant read and execute. Can also create a private folder.
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Back up original samba config incase of rollback
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Run a sudo vim/nano and edit the smb.conf and add in the config


Create Samba group
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Set user owner of file/directories to root and group owner to be smbgroup. So now, root have the rights to assign group-level access to users in smbgroup.
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Configure firewall
Before configuring firewall, ensure ssh is still set to allow
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Then enable
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Add in samba to be allowed and run ufw status again to verify
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Then, create a service account that will be used for accessing the shared folder using useradd -M and add -s /sbin/nologin to make it non-interactive (so it cannot be used to ssh in to system)
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Add it to the smbgroup since smbgroup users have access to the folder
-aG will add the service account to smbgroup group while retaining current group memberships.
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Set password for the created service account, this is different from using sudo passwd
	Command
	Purpose
	Password Context

	sudo passwd username
	Set or update the Linux system password.
	Used for OS logins (e.g., SSH).

	sudo smbpasswd -a username
	Add/set the Samba password.
	Used for accessing Samba shares.
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Enable the samba user
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Check which account can be used for the samba share access
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Also add it to the smbgroup which have access to the samba share folder 
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For this particular error:
Unknown parameter encountered: "write cache size"
Ignoring unknown parameter "write cache size"
lpcfg_do_global_parameter: WARNING: The "encrypt passwords" option is deprecated

Can remove the 2 config:
write cache size = 262144 # Old way to control write buffering
encrypt passwords = yes # No longer needed as password encryption is now default

Audit configuration
Install Audit daemon
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Configure audit rules
sudo auditctl -w /ubuserver -p warx -k samba_share_access
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 -w /ubuserver: Watch this directory path 
 -p warx: Monitor these types of access: 
· w = write access
· a = attribute changes
· r = read access
· x = execute access
  -k samba_share_access: Key name for identifying these events in logs

However, if you want to view audit logs you will have to use ausearch
# View all events with our key sudo ausearch -k samba_share_access 
# View real-time events sudo ausearch -k samba_share_access -ts recent
Add to smb.conf
[global] 
log level = 1 auth:3 winbind:3
vfs objects = full_audit
full_audit:prefix = %u|%I|%m|%S
full_audit:success = mkdir rename unlink rmdir pwrite
full_audit:failure = none
full_audit:facility = local5
full_audit:priority = notice






Start and enable smbd and nmbd services
Smbd: file and print services to SMB clients
Nmbd: NETBIOS nameservice and browsing support
[image: A screen shot of a computer

Description automatically generated]

Check status of services
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If you want to test connection to the share folder first from your smbgroup service account: can use smbclient //localhost/share -U ubushareuser
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Now you can try to access the network share from your windows client pc
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Type in the credentials for the service account created (ubushareuser)
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Now if you create a file in your ubuntu server
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ul userver@ubuserverlull /$ sudo cp /etc/samba/smb conf /etc/samba/smb.conf.bak

ubuserver@ubuserverltdll:/$ ls /etc/samba/
gdbcommands smb.conf smb.conf.bak tls
ubuserver@ubuserverltdll:/$
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] ubuserver@ubuserver141:/ X "

ubuserver@ubuserverltll:/$ sudo groupadd smbgroup
[sudo] password for ubuserver:
ubuserver@ubuserverldll:/$
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ubuservér@ubuserverlull:/$ sudo chown -R root:smbgroup /ubuserver/share/
ubuserver@ubuserverltll:/$ sudo chown -R root:smbgroup /ubuserver/private/
ubuserver@ubuserverldll:/$
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ubuserver@ubuserverlull /$ sudo ufw status
Status: active

To Action From

22/tcp ALLOW Anywhere
OpenSSH ALLOW Anywhere
22/tcp (v6) ALLOW Anywhere (v6)

OpenSSH (v6) ALLOW Anywhere (v6)
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ubuserver@ubuserverltll:/$ sudo ufw enable
Command may disrupt existing ssh connections. Proceed with operation (y|n)? y
Firewall is active and enabled on system startup
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ubuserver@ubuserverldll:/$ sudo ufw allow samba
Rule added

Rule added (v6)

ubuserver@ubuserverltll:/$ sudo ufw status
Status: active

To Action From

22/tcp ALLOW Anywhere
OpenSSH ALLOW Anywhere
Samba ALLOW Anywhere
22/tcp (v6) ALLOW Anywhere (v6)
OpenSSH (v6) ALLOW Anywhere (v6)

Samba (v6) ALLOW Anywhere (v6)
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ubuserver@ubuserver1411

sudo useradd -M -s /sbin/nologin ubushareuser
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ubuserver@ubuserver1411 /ubuserver‘$ sudo usermd -aG smbgroup ubushareuser
ubuserver@ubuserverl41l:/ubuserver$ id ubushareuser

uid=1002 (ubushareuser) gid=1004(ubushareuser) groups=1004(ubushareuser),1002(smbgroup)
erverl4ll:/ubuserver$ o
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ubuserver@ubuserverldll:/$ sudo smbpasswd -a ubushareuser

Unknown parameter encountered: "write cache size"

Ignoring unknown parameter "write cache size"

lpcfg_do_global_parameter: WARNING: The "encrypt passwords" option is deprecated
New SMB password:

Retype new SMB password:

Added user ubushareuser.

ubuserver@ubuserverldll:/$
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ubuserver@ubuserverltll:/$ sudo smbpasswd —e ubushareuser

Unknown parameter encountered: "write cache size"

Ignoring unknown parameter "write cache size"

lpcfg_do_global_parameter: WARNING: The "encrypt passwords" option is deprecated
Enabled user ubushareuser.

ubuserver@ubuserveriidll:/$
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ubuserver@ubuserverltll:/$ sudo pdbedit -L

Unknown parameter encountered: "write cache size"

Ignoring unknown parameter "write cache size"

lpcfg_do_global_parameter: WARNING: The "encrypt passwords" option is deprecated
ubushareuser:1002:

ubuserver@ubuserverldll:/$
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;ubuser‘ver‘@ubuser‘ver‘mll:/ubuserver‘$ sudo usermod -aG smbgroup ubushareuser
ubuserver@ubuserverl411:/ubuserver$ id ubushareuser
"uid=1002 (ubushareuser) gid=1004(ubushareuser) groups=1004(ubushareuser),1002(smbgroup),1003(smbusers)
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:~$ s;ao apt install audlt& -y

ubuserver@ubuserverldll

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

The following additional packages will be installed:
libauparse0@t6d
Suggested packages:




image19.png
ubuser;er@ubuserverlul1;~$ sudo auditctl -w /uBuserver -p warx -k samba_share_access
ubuserver@ubuserverlt4ll:~$
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ubuserver@ubuserverltll:~$ sudo systemctl start smbd

ubuserver@ubuserverltll:~$ sudo systemctl start nmbd

ubuserver@ubuserverltll:~$ sudo systemctl enable smbd

Synchronizing state of smbd.service with SysV service script with /usr/lib/systemd/systemd-sysv-install.
Executing: /usr/lib/systemd/systemd-sysv-install enable smbd

ubuserver@ubuserverltll:~$ sudo systemctl enable nmbd

Synchronizing state of nmbd.service with SysV service script with /usr/lib/systemd/systemd-sysv-install.
Executing: /usr/lib/systemd/systemd-sysv-install enable nmbd

ubuserver@ubuserverlt4ll:~$
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ubuserver@ubuserverldll:~$ sudo systemctl status smbd
® smbd.service - Samba SMB Daemon
Loaded: loaded (/usr/lib/systemd/system/smbd.service; enabled; preset: enabled)
Active: active (running) since Wed 2024-11-27 23:19:04 UTC; 35min ago
Docs: man:smbd(8)
man:samba(7)
man:smb.conf(5)
Main PID: 956 (smbd)
Status: "smbd: ready to serve connections..."
Tasks: 3 (limit: 9445)
Memory: 12.1M (peak: 12.9M)
CPU: 192ms
CGroup: /system.slice/smbd.service
956 /usr/sbin/smbd --foreground --no-process-group
959 "smbd: notifyd" .
960 "smbd: cleanupd "

Nov 27 23:19:03 ubuserverldll systemd[1]: Starting smbd.service - Samba SMB Daemon. ..

Nov 27 23:19:03 ubuserverldll (smbd)[956]: smbd.service: Referenced but unset environment variable evaluates to an empty string: SMBE
Nov 27 23:19:04 ubuserverldll systemd[1]: Started smbd.service - Samba SMB Daemon.
ubuserver@ubuserverltdll:~$
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ubuserver@ubuserveri141l:/ubuserver$ smbclient //localhost/share -U ubushareuser
Password for [WORKGROUP\ubushareuser]:

Try "help" to get a list of possible commands.

mb: \> _
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=) Run

[E5]  Tpe the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: | \\192.168046\shard
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Windows Security

Enter network credentials

Enter your credentials to connect to: 192.168.0.46

User name

ubushareuser

Password

O Remember my credentials

More choices
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ubuserver@ubuserveri41l:/ubuserver$ sudo touch share/testingl.txt
ubuserver@ubuserverl41l:/ubuserver$ _
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N Sort ~
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= View v
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7] ubuserver@ubuserver14il:/ X + v

ubuserver@ubuserverlt4ll:/$ cd /
ubuserver@ubuserverltll:/$ sudo mkdir -p /ubuserver/share
[sudo] password for ubuserver:

ubuserver@ubuserverldll:/$ ls

bin cdrom home  lib.usr-is-merged mnt root sbin.usr-is-merged swap.img ubuserver
bin.usr-is-merged dev lib lost+found opt run snap sys usr
boot etc lib64d media proc sbin srv [tmp) var

ubuserver@ubuserverldll:/$
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ubuserver@ubuserverltll:/$ sudo apt update && sudo apt upgrade -y

Hit:
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Get:
Get:
Get:
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://sg.archive.ubuntu.com/ubuntu noble InRelease
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//sg.archive.ubuntu.com/ubuntu noble-updates InRelease [126 kB]
//sg.archive.ubuntu.com/ubuntu noble-backports InRelease [126 kB]
//security.ubuntu.com/ubuntu noble-security InRelease [126 kB]
//sg.archive.ubuntu.com/ubuntu noble-updates/main amd64 Packages [670 kB]
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ubusérver@ubuserverlull:7$ sudo apt install samba samba-common samba-client -y

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

Note, selecting 'smbclient' instead of 'samba-client'’

The following additional packages will be installed:
attr libavahi-client3 libavahi-common-data libavahi-common3 libboost-iostreams1.83.0 libb
1ibldb2 librados2 librdmacmltéd4 libsmbclient® libtalloc2 libtdbl libtevent0@t64 liburing2
python3-gpg python3-1ldb python3-markdown python3-samba python3-talloc python3-tdb samba-a
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ubuserver@ubuserverldll
ubuserver@ubuserverldll
total 12

drwxr-xr-x 3 root root
drwxr-xr-x 24 root root
drwxrwxrwx 2 root root
ubuserver@ubuserverldll

:/$ sudo chmod 777 ubuserver/share/
:/$ s -al /ubuserver/

4096 Nov 25 23:00 .
4096 Nov 25 23:00 ..
4096 Nov 25 23:00 [IE
/% |
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ubuserver@ubuserverldll
total 16

drwxr-xr-x 4 root root
drwxr-xr-x 24 root root
drwxrwx--- 2 root root
drwxrwxrwx 2 root root
ubuserver@ubuserverldll

:/$ ls -al ubuserver/

4096 Nov
4096 Nov
4096 Nov
4096 Nov

/% |

26 23:29 .
25 23:00 ..
26 23:29 private

25 23:00 [0




